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Office of Port and Facility Compliance (CG-FAC)
Office Chief’s Perspective
Our national security and economic prosperity are directly linked to a safe and efficient marine
transportation system (MTS). The MTS is an integrated network that consists of 25,000 miles of
coastal and inland waters and rivers serving 361 ports. The MTS supports $5.4 trillion of
economic activity each year and accounts for the employment of more than 30 million
Americans. It also enables critical national security sealift capabilities, enabling U.S. Armed
Forces to project and maintain power around the globe. Any significant disruption to the MTS,
whether man-made or natural, has the potential to cause cascading and devastating impact to
our domestic and global supply chain and, consequently, our economy and national security.
Area Maritime Security Committees (AMSCs) are essential to preventing, responding to, or
recovering from significant MTS disruptions. They are comprised of government agency and
maritime industry leaders, and adapt to all threats, serving as the primary local means to jointly
evaluate cyber, share threat information, and participate in cyber preparedness exercises. They
serve an essential coordinating function during normal operations and emergency response.
This report shows that AMSCs face significant challenges with a constantly changing threat
landscape across physical and cyber domains. The challenges are only becoming more
complex. While it is impossible to predict future security incidents with certainty, AMSCs will
undoubtedly remain the focal point for local and regional maritime security coordination. They
bring together a broad array of experience, proficiency and capability across government
agencies and industry stakeholders, with the common goal of protecting the MTS. Their
importance cannot be overstated.

Andrew J. Meyers
Captain, United States Coast Guard
Chief, Office of Port and Facility Compliance
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1.0

Background

The Maritime Transportation Security Act (MTSA) of 2002 mandated the establishment of
regional Area Maritime Security Committees (AMSCs) to serve as collaborative forums for
government and industry partners and enhance security in the maritime domain. Across the
country, AMSCs hold meetings, build partnerships, share information, host training, conduct
risk assessments, and exercise Area Maritime Security Plans (AMSPs).
Each year, they report their challenges, accomplishments, best practices, and
recommendations to ensure the Coast Guard and maritime communities remained aligned with
national preparedness goals and improve AMSC effectiveness nationwide.
2.0

Challenges

Enclosure (1) identifies all challenges reported from each AMSC in 2021. The following highlight
common themes:
Impacts of COVID-19.





COVID-19 and the associated social distancing requirements created challenges for inperson AMSC meetings and exercises.
Industry and governmental partners were increasingly reliant on virtual platforms which
accommodated attendee schedules but were not ideal for developing and maintaining
relationships.
The virtual environment introduces security concerns depending on the nature of the
discussion.

Cybersecurity and the MTS.





Public and private sectors are challenged to find a trained and experienced cyber
workforce.
Some AMSCs noted current cyber incident reporting requirements and enforcement
capability for failing to report are not sufficient.
A number of AMSCs also stated the maritime industry is concerned with maintaining
privacy after making a report as information is shared across government.
AMSCs also noted they regularly receive the same cybersecurity alerts, warnings, and
general information from multiple agencies.

Unmanned Aircraft Systems (UAS) access to the MTS.


UAS intrusions over MTSA regulated facilities continue to generate questions and
concerns, and AMSCs feel UASs are a serious threat to maritime safety and security.
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AMSCs report that the existing federal legislation aimed at reducing the risk of UAS to
port areas has been largely ineffective, and all levels of law enforcement lack the
authority, policies, and equipment to identify and safely interdict unauthorized UAS.

Homeport 2.0. Homeport is a critical tool for AMSCs to effectively share sensitive security
information (SSI) with AMSC members.


Homeport 2.0 functionality continues to be an issue for managing ASMC member
accounts and communicating with maritime stakeholders.



Homeport performance at the field-level is inconsistent, making day-to-day account
maintenance difficult. In addition, regular error messages continue to be a challenge to
users attempting to access the system.

Maritime Security Risk Analysis Model (MSRAM). MSRAM is one of the tools used by the AMSCs
in port-wide assessments and in evaluating grant program applications.


The loss of the Risk Management Workspace in MSRAM (due to system upgrades) has
hampered the ability to assess impacts from new threat vectors. This challenge may also
impact other programs like the Risked-Based Maritime Security and Response
Operations activities.



Due to the pandemic, in-person MSRAM training had not occurred for the past few
years, though other resources were available.

Physical Security. Maintaining physical security fundamentals is a challenge as the focus on
cybersecurity increases.


3.0

Last year, almost one quarter of the Port Security Grant Program funds (PSGP) were
awarded for cybersecurity projects. For many, there is limited corporate motivation to
consider setting aside matching funds from operational budgets in anticipation of
getting a competitive grant that has a perceived low probability of funding.

Suggestions

The AMSC reports identified many helpful and practical suggestions highlighted below.
Enclosure (2) identifies suggestions reported from each AMSC in 2021:
Cybersecurity/Cyber Risk Management.


AMSCs suggested CG Cyber Command and the Office of Port and Facility Compliance
(CG-FAC) should establish a uniform way to communicate cyber alerts and advisories.
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Others suggested to provide approved cybersecurity training for AMSC members, which
would outline the roles of the Coast Guard in regards to cyber incident response efforts.



AMSCs should also start to discuss the expected emerging technology in the next few
years (e.g., integration of 5G networks) and start to develop mitigation strategies.

Homeport 2.0.


Homeport 2.0 is difficult to navigate and some AMSCs suggested an overhaul of
Homeport that ensures the secure side of the Homeport is more accessible and userfriendly.



AMSCs would benefit from training on the functions of Homeport 2.0 and a more
comprehensive user guide.



AMSCs also suggested using alternate platforms such as the Homeland Security
Information Network (HSIN) Community of Interest forum to encourage AMSC
participation.

UAS.


AMSCs suggested the Coast Guard and Department of Homeland Security (DHS) support
new state and local legislation, or the modification of current federal legislation, to
provide federal, state, and local law enforcement with the tools to interdict and
prosecute cases where maritime infrastructure and key assets are at risk from UASs.



An AMSC recommended a Nationwide AMSC UAS forum, similar to the National AMSC
Cyber Subcommittee.



AMSCs also feel the Coast Guard should explore adding MTSA-regulated facilities to the
Federal Aviation Administration (FAA) flight restriction list and implement across the
country.



The Coast Guard should also provide training on Counter-UAS technology and
enforcement tools and capabilities.

Active Shooter (AS)/Active Threat (AT) Incidents:


AMSCs note that AS/AT situations continue to increase nationwide. AS/AT in the
Maritime Domain is now a major concern as ferry systems and maritime based
attractions are potential targets.



AMSCs recommended national-level policy to address the disparities between Coast
Guard and local law enforcement use of force, which can hinder the creation of local
level AS/AT plans and training.

4

Restructure the PSGP: The current structure of the PSGP has the project investment
justifications (IJs) from MTSA-regulated entities (potential terrorist targets), competing against
IJs from emergency response agencies who would try to aid them following a Transportation
Security Incident.
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AMSCs suggest restructuring the PSGP to reflect the “Prevention” and “Response”
frameworks. Each grant fund would be dedicated to its respective functional group.
Others suggested that the Federal Emergency Management Agency (FEMA) should
reestablish the Tiered Ports (I thru IV) in the PSGP to provide smaller ports a consistent,
annual opportunity to compete for funding.



Training should be provided to AMSC stakeholders on PSGP Risk Methodology.

Accomplishments

In 2021, AMSCs and their respective subcommittees facilitated 1,687 events (many events
made possible using virtual platforms). This total included 670 administrative AMSC meetings
(e.g., Executive Steering Committees and General AMSC meetings) and 1,017 training events
(includes 125 joint agency training meetings, 755 maritime security training operations, 101
training exercises, 28 Incident Command System (ICS) training sessions, and 8 MTS Recovery
Unit (MTSRU) training sessions). These coordinated opportunities resulted in effective, real
world security prevention, response, and recovery efforts. Enclosure (3) identifies
accomplishments reported from each AMSC.
Atlantic Area Efforts

Pacific Area Efforts

Figure 1 – AMSC Nationwide training break down by Areas: ICS includes FEMA and Emergency Response
incident command training; Recovery includes MTSRU training; Maritime Security includes MSRAM,
Cyber, TWIC, and Port Ops training; Joint Agency includes all interaction with federal, state, local partners
and stakeholders that do not fall into the ICS, Recovery, Maritime Security, Exercises or Meetings categories;
Exercises include all tabletop, functional, full scale exercises (FSE) and drills; Meetings are tallied from each
AMSC. [Atlantic Area covers 32 AMSCs and Pacific Area covers 11 AMSCs.]
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Cyber: The importance of cybersecurity has been highlighted by actual international and
national cyber events, and the demand for more specific and definitive cybersecurity
information is increasing from port stakeholders. Noteworthy AMSCs cybersecurity
accomplishments include:


The Delaware Bay AMSC Cybersecurity Subcommittee held a cybersecurity Tabletop
Exercise (TTX) in June of 2021 to test their new cyber annex. The TTX fostered
discussions on the reporting of, response to, and recovery from a cybersecurity incident.
It also yielded valuable discussion on the roles and responsibilities for a coordinated
response to an MTS cyber incident, and increased port stakeholder awareness regarding
available cybersecurity resources.



The Northeast Gulf of Mexico AMSC held Cyber Awareness training at several
subcommittee meetings, and Port Security Specialists (PSSs) continue to engage
stakeholders as a part of the Cyber Awareness Campaign.



In 2021, the Cybersecurity and Infrastructure and Security Agency (CISA) released
several alerts detailing vulnerabilities and threats potentially impacting the maritime
environment. The Sector PSSs, in close coordination with St. Louis AMSC leadership,
immediately notified port partners and provided scalable solutions to perform cyber risk
mitigation best practices. The PSSs ensured a targeted emphasis was made for life
critical maritime infrastructure services such as water treatment plants and MSTAregulated partners with heavy Operational Technology processes.



Sector San Francisco was invited to participate in Cyber Storm VIII, national-level
cybersecurity exercise. Sector San Francisco was the only field-level Coast Guard unit
participating and worked closely with the national exercise team and local port
stakeholders to develop a scenario and injects to test the cybersecurity plan and ensure
coordination among local, state, and federal AMSC partners.

Area Maritime Security Plan (AMSP) Applied to Real Work Event: On three separate occasions
between October 21, 2021 and October 26, 2021, five Improvised Explosive Devices (i.e., pipe
bombs) were found on inland river tank and cargo barges and inspected towing vessels on the
Ohio River between mile markers 148 to mile markers 176 in the area of Marietta, OH and
Parkersburg, WV. Additionally, on October 26, 2021 and October 27, 2021, two suspicious items
were reported on inland river tank barges as the result of a fleet wide inspections mandated by
the Incident Commander, on behalf of the Sector Ohio Valley, Federal Maritime Security
Coordinator. During the weeks-long response, CG MSU Huntington, CG Sector Ohio Valley, and
federal, state and local law enforcement and first responders, working under the Ohio Valley
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AMSP and Port of Huntington/Tri-State AMSP annex, brought a suspect to justice while
ensuring no death or injuries resulted from the criminal activities. Working with AMSC
members, a comprehensive external, port-partners After Action Report was drafted,
highlighting the many lessons learned and best practices of the response under the AMSP.
UAS:


Sector Houston-Galveston implemented UAS Detection Systems in their Captain of the
Port (COTP) zone, made possible by support from Port Security Grants, law
enforcement, and partnerships with AMSC members. The entirety of the ports of
Houston, Texas City, Galveston and Freeport are covered by a network of fixed UAS
Detection sensors.



The New Orleans AMSC joined representatives of the Louisiana Governor’s Office of
Homeland Security and Emergency Preparedness to form a task force focused on
identifying and closing gaps in the revised Louisiana Statute 14:337 related to
unauthorized UAS flights in the port area. Of note, the designation of critical
infrastructure expanded to include federal and state facilitates, petroleum and
aluminum refineries, chemical and rubber manufacturing facilities, grain loading
facilities, nuclear power and electric generation facilities.



The Port of NY/NJ and Port of Albany AMSC created a UAS Detection Task Force with the
following port partners: NYPD, Port Authority NY/NJ, Palisades Interstate Parkway PD,
Nassau County Sherriff, NJ State Police, Consolidated Edison (private power company),
Metropolitan Transportation Authority, Port Authority PD, and FAA Law Enforcement
Assistance Program. The sector coordinated with Coast Guard Headquarters and District
One Legal to develop a Memorandum of Understanding for UAS Detection, which was
officially signed and enacted in 2021.

Radiological/Nuclear (RAD/NUC) Area Maritime Security Training and Exercise Program
(AMSTEP): The Northern California AMSC, through the Neptune Coalition, worked closely with
Lawrence Livermore National Laboratory to conduct a RAD/NUC materials detection exercise in
San Francisco Bay. This exercise included a wide range of federal and local government port
partners, who used their boats as platforms for RAD/NUC detection and characterization
equipment to correctly detect and characterize various radio-sources. It tested and validated
the region’s updated RAD/NUC Concept of Operations and Standard Operating procedures.
When materials were detected, local and Coast Guard protocols were used to engage the
Department of Energy, so they could properly characterize the RAD/NUC source.
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Port Coordination Team (PCT): Sector Los Angeles/Long Beach (LA/LB) convened their PCT five
times during CY 2021, the first on 04 March and the last on 05 October, in response to the
supply chain crisis. The PCT leveraged not just AMSC agencies, but also cargo movement
organizations such as the Pacific Maritime Association, Pacific Merchant Shipping Association,
International Longshoremen and Warehousemen’s Union. These forums gave all maritime
stakeholders an understanding of the ramifications and instigators of the supply chain crisis, as
well as a voice in developing solutions. As a result, PCT members reduced anchorage congestion
by employing new criteria for assigning berths.
Public Safety and Law Enforcement Subcommittee: The Puget Sound AMSC Public Safety and
Law Enforcement (PS/LE) subcommittee actively shared information and collaborated in an
effort to detect, deter, and enforce multiple known and suspected illegal charter operations
throughout Puget Sound. These joint operations resulted in three COTP orders, six illegal
charter surge operations resulting in five terminations, over $77,000 in fines, and multiple CG
Investigative Service investigations. The PS/LE subcommittee also executed four Alert Warning
System drills to test the preparedness and response of partners in the event of an active threat
onboard a Washington State Ferry or other High-Capacity Passenger Vessel (HCPV).
Operation Focus Lens: Focused Lens is an enduring initiative to enhance the effectiveness of the
Coast Guard’s Ports, Waterways, and Coastal Security mission. The Sector Maryland-National
Capital Region (NCR) Auxiliary Focused Lens Boat Ramp Verification Team located and verified
1050 public and private boat ramps throughout the state of Maryland. The Focused Lens
program provides valuable Maritime Domain Awareness to the AMSC and help law
enforcement agencies access risk to critical infrastructure and allocate patrol assets.
AS/AT Exercises and Drills:


The North Carolina AMSC Law Enforcement subcommittee conducted a maritime AS/AT
full scale exercise to familiarize participants with the unique challenges in an armed
response to an active shooter/hostage situation onboard a passenger ferry. They also
practiced tactics and techniques necessary to safely board and clear compartments of
underway commercial passenger vessels.



The Port of NY/NJ and Port of Albany AMSC conducted an AS/AT TTX on August 31st
2021. The TTX focus was on an AS/AT within the ferry terminal building.



In June 2021, the Western New York Region AMSC Subcommittee held an AS/AT
tabletop exercise, hosted by the New York State Parks Police in order to test the Eastern
Great Lakes AMSP.
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The Southeast Alaska AMSC facilitated an AS/AT TTX. The exercise provided participants
an opportunity to discuss current plans, communications and capabilities for a response
to and recovery from an Active Shooter incident in the MTS uplands adjacent to
regulated HCPV pier areas.
Best Practices

Enclosure (4) identifies best practices reported from each AMSC in 2021. Below are highlights of
specific programs, concepts, and initiatives.
Cybersecurity. Cybersecurity risks are addressed through AMSC cybersecurity subcommittees.


Long Island Sound AMSC uses a cybersecurity email distribution list for technology
professionals within the COTP Zone.



Delaware Bay AMSC created a subgroup under the cyber subcommittee for
cybersecurity professionals and joined the Maritime Transportation System Information
Sharing and Analysis Center.



Western Florida AMSC’s newly formed Cyber Subcommittee reviewed and commented
on the draft AMSP Annex 10100 Cyber Incident Response Plan.



Houston-Galveston AMSC’s Cyber Subcommittee and Federal Bureau of Investigations
(FBI) InfraGard have used a "Slack" channel App for rapid, mass communications of
cyber incidents and other IT issues to their port partners.



AMSCs are using resources from CISA and from members of the USCG Cyber Protection
Team to receive training, briefings, reports on threats, etc., effectively enhancing
information sharing and implementing mitigating strategies within their COPT Zones.

Counter-UAS. Los Angeles (LA) Port Police was approved to fly UAS within the LA port complex
for evidence collection, warrant service, search and rescue, management of mass gatherings,
and surveying Port of LA property. The LA County Sheriff Department possesses Counter-UAS
equipment which is available to Sector LA/LB, and local LE agencies. Sheriff leadership
committed to providing such equipment upon request as mutual aid, and the Central California
AMSP was updated to reflect the available local resources.
Exercise Planning. As scheduling permits, Sector Ohio Valley (SOHV) AMSC (and multiple
regional affiliated AMSCs) use small scale tabletop exercises during meetings, which allows
members to validate the AMSP and ensure committee member familiarity with the plan. SOHV
AMSC will continue to partner with state and county emergency management agencies to plan
and execute exercises, workshops and outreach.
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AS/AT.


Sector New York established a Small Passenger Vessel Committee centered on AS/AT
response, and is planning a FSE on AS/AT response in the Port of NY/NJ.



The Maryland-NCR AMSC’s Active Threat Working Group facilitated in person classroom
discussion and underway training and familiarization with multiple port partners to
include Federal, State and Local LE and Fire Departments as well as the Passenger Vessel
industry.



The Southeast Michigan AMSC is closely working with Sector Response, Western Lake
Erie Subcommittee, and LE partners from Eastern Ohio on producing an AS/AT Response
Plan for the Lake Erie Islands Ferry Boat system.



The Puget Sound AMSC jointly developed a new Maritime Active Threat Plan that
supports coordinated active threat response, and equips LE, passenger ferry and
industry partners to prepare for and respond to an active threat.

Security Grants. Numerous AMSC participants affiliated with the Regional Domestic Security
Task Force received Urban Area Security Initiative (UASI) or port security grants to enhance
security and response capabilities. UASI funded radar deployment and port security grants
funded “Command Bridge” systems currently outfitted in numerous port areas, which connects
agencies, expands the regional collaboration of multi-jurisdictional, federal, state and local law
enforcement assets, and directs critical information into a single, clear, common operating
picture.
AMSTEP Lessons Learned. The Columbia River AMSC and Sector personnel executed a highly
successful on-water AMSTEP FSE in August 2021. Several important lessons were revealed from
this exercise, including the challenges in synchronizing their ICS planning process with Maritime
Security Response Team-West’s Advanced Interdiction Mission Planning Process. Additionally,
FBI participants had their own mission planning process which had to be incorporated into the
ICS cycle. The AMSCs increased awareness and experience in working through these critical
differences will make future cooperative responses much smoother and more successful.
6.0

Headquarters Input

This section provides insight into initiatives or amplifying information on specific topics typically
discussed by AMSCs.
Cybersecurity. Coast Guard Headquarters continues to develop guidance and other resources to
address cyber safety, security, and cyber risk management within the MTS.
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CG-FAC oversaw implementation of Navigation and Vessel Inspection Circular (NVIC) 0120: Guidelines for Addressing Cyber Risks at MTSA Regulated Facilities. MTSA-regulated
facilities must submit a cyber FSA and FSP by their annual audit date (based on the FSP
approval date) but no later than October 1, 2022. CG-FAC maintains a publicallyavailable frequently asked questions document (updated periodically) and also released
a Facility Inspector Cyber job aid to provide marine safety personnel with additional
support tools as they address facilities’ documented cyber vulnerabilities.



The Coast Guard also continued efforts to increase cybersecurity and cyber risk
management proficiency in the MTS. CG-FAC is working with CG-791 and FORCECOM to
develop and fund cybersecurity training for field personnel to include a Learning
Management System-based module, a Stevens Institute course, and combined CGFAC/CGCYBER/CG-791 virtual and roadshow workshops.



In response to Congressional direction in the FAA Authorization Act of 2018, CG-FAC is
developing a Maritime Cyber Risk Assessment Model (MCRAM) through engagement
within the Coast Guard, partner agencies, and maritime stakeholders, including support
from the National Maritime Security Advisory Committee (NMSAC). MCRAM leverages
the National Institute of Standards and Technology Cybersecurity Framework, and builds
off of the guidance issued through the Coast Guard’s NVIC 01-20, Guidelines for
Addressing Cyber Risks at MTSA Regulated Facilities. This tool is intended for use by MTS
stakeholders, particularly owners, operators, and security personnel at MTSA-regulated
facilities.

UAS. The Coast Guard has observed an increase in UAS sightings over or near maritime critical
infrastructure in 2021.


Coast Guard Headquarters Program Offices participate in DHS UAS working groups and
with FAA to coordinate the federal government’s activities. The Coast Guard does not
have deployable capability with limited capacity per the Preventing Emerging Threats
Act (PETA) of 2018, 6 U.S.C. § 124n.



The Office of Maritime Security Response Policy (CG-MSR) contributed to the 2022
Domestic Counter-UAS National Action Plan which was released by the White House on
April 25, 2022. The plan provided eight recommendations to close gaps in existing UAS
laws and policies. The USCG UAS Community CG-Portal page (internal) continues to
provide resources and latest developments.



The FAA Law Enforcement Assistance Program office has a public safety and law
enforcement “toolkit” available for operating and handling situations involving UASs.
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FAA states you can contact the FAA Law Enforcement Assistance Program (LEAP) special
agent or an FAA Regional Operations Center closes to the site of a reported incident
using one of the following links: http://cglink.uscg.mil/3ff7e33b or
https://www.faa.gov/uas/public_safety_gov/contacts/.


CG-MSR recommends using "Some suggestions for questions you can ask the drone
operator" on pp. 14-16 of the FAA "Public Safety Small Drone Playbook" to assist with
reporting incidents:
(https://www.faa.gov/uas/public_safety_gov/public_safety_toolkit/media/Public_Safet
y_Drone_Playbook.pdf).

AS/AT.


CG-MSR and the Office of Law Enforcement Policy (CG-MLE) recently released CGTTP_393.12 Tactical Procedures and Active Shooter-Active Threat Response TTP to address
tactical field needs.



CG-MSR also developed an AS/AT Law Enforcement Responder ‘C’ School. Broaddus
Defense is contracted to facilitate the course in partnership with the Advanced Law
Enforcement Rapid Response Training (ALERRT) Center. ALERRT is recognized by the
Department of Justice as national standard in AS/AT law enforcement response. The
course is held at Broaddus’ facility in San Marcos, TX. The Coast Guard has funding for
two courses per year, and is seeking funding for three additional courses per year. The
‘C’ school teaches the recommended federal, state, local and tribal tactical response.



CG-MSR encourages collaboration with port partners to develop and exercise an AS/AT
Law Enforcement Response Plan.

Salvage Response Plan. An updated Salvage Response Plan (SRP) Template associated with
Enclosure (6) to NVIC 09-02 (series) will be released in CY2023. The revision provides a
standardized template for a stand-alone, all-hazard framework that can be incorporated by
reference as an annex in the AMSP and the Area Contingency Plan (ACP). The SRP Template
identifies five common types of salvage response operations linked to MTS disruptions outlined
in the AMSP, ACP, and MTS Recovery Plans (MTSRP). The template will provide a Coast Guardwide uniform processes and procedure when an AMSP, ACP, or a MTSRP is implemented and a
SRP is needed to assist responders with salvage response operations. LANTAREA and PACAREA
will be issuing guidance to Sectors and MSUs w/ COTP Authority to begin development of the
revised SRP in early 2023. The SRP is not SSI, therefore COTPs may post the SRP to the nonsecure side of Homeport (or other information sharing forums) to increase access and visibility
of the Plan for USCG, Other Government Agencies, and industry partners.
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7.0

Conclusion

The MTS is vital to national security and economic interests. AMSCs are an essential part of the
nation’s maritime security regime, and must continue to evolve to combat threats against the
MTS. The threats are ever-present, whether physical or cyber, and the work of the AMSCs through collaboration, information sharing, and coordination - are vital to mitigating risks and
enabling safe and secure commerce.
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